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PRIVACY POLICY

A. CONTROLLER

The controller responsible for the processing of your personal
datais

Humans.de GmbH
Sebastian-Kneipp-StraBe 41
Frankfurt am Main, Hesse 60439
Germany

Telephone number: +49 2164 3770281
Website: https://naked-mobile.de

'

also referred as (“we,” “our,” or “us”).

B. GENERAL INFORMATION, APPLICABILITY
OF THE PRIVACY POLICY

This Privacy Policy defines the categories of personal data and
personal data collection and processing activities when you
use our website https://naked-mobile.de (hereinafter referred
to as the «Service») or submit your personal data to us through
Meta Lead Forms. Please read this Privacy Policy carefully to
understand our practices regarding your data and how we
will process it. By accessing or using Service, you agree to this
Privacy Policy and our Service’s terms of use.

This Privacy Policy applies to:
- Your personal data, collected from you directly:

— if you get registered and authorized or filled out forms
on our website;

— during the informational management by telephone
conversations, electronic messages, communications
exchanged between us or by our Service, including sub-
mitting your data to our call-center;

— if you get filled out Meta Lead Forms;

- The information collected automatically when you use our
website.

Our Service shall be provided in the territory specified in the
relevant Service’s terms of use. We conduct our activities,
including the collection and use of users’ personal data, in ac-
cordance with the legal requirements of the country in which
your data is collected. The laws and standards regarding the
processing of personal data in different countries may differ
and may not match the requirements for personal data that
apply in your country of citizenship or residence. By submitting
your data or using our Service, you agree that your personal
data will be processed in accordance with the requirements of
the country in which the Service is provided and in accordance
with Service’s terms of use and applicable law.

Persons under the age of 16

Our offer is not aimed at persons under the age of 16. Persons
under the age of 16 may not provide any information to us. We
do not knowingly collect personal information from anyone under
the age of 16. If you are under the age of 16, you should not use
our Service or register on our Service or provide any information
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about yourself. If we learn that we have collected personal infor-
mation from a person under the age of 16 without verification of
parental consent, we will delete that information. If you believe
that we might have any information from anyone under the age

of 16, please contact us at hello@naked-mobile.de.

C. CONTACT DETAILS OF THE DATA
PROTECTION OFFICER

Our Data Protection Officer is:

bytelaw Attorneys

Attorney at Law Olga Stepanova
Bockenheimer LandstraBe 51-53
60325 Frankfurt am Main
hello@naked-mobile.de

You may be informed about the content of your personal infor-
mation treated by us by contacting out Data Protection Officer.
We'll provide this information within 30 days of receiving your
request at the latest. That period may be extended where nec-
essary, considering the complexity and number of the requests.

D. CATEGORIES OF PERSONAL DATA

We collect the following categories of your personal data:

1. General information about the user (surname, first name,
telephone number, e-mail, country of residence, citizenship,
preferred language, date of birth, gender, address of residence,
details of the identity document and other personal information
about the user provided by him/her when using the Service);

2. Information about the user’s devices on which he/she uses
our Service, including but not limited to IP addresses, geolo-
cation data, IMEI, information about the device( manufac-
turer, operating system, the SIM card identification number)
and web browsers used by the user, information about the
provider enabling access to the Service;

3. Information about the user’s activity using the Service, in
particular, the type of activity, its date and time, paid or un-
paid basis of the activity, service provider, URL of the page
from which the user logged into the Service and/or to which
the user switched from the Service, duration of the session
using the Service, session beginning and ending dates.

4. Information about the user’s payment transactions on the
Service (payment card number/IBAN number , transactional
information, date, time and place of transaction, type of the
paid service, name of the service provider);

5. Other data available to us due to using of the available func-
tionality on the Service by the user, according to Appendix A).

We collect this information:
- When you provide it to us.

- Automatically as you navigate through our Service. Informa-
tion collected automatically may include usage details, IP
addresses, and information collected through cookies, web
beacons, and other tracking technologies.
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Detailed information, including the legal basis for processing
your data, the purpose and the retention period, can be viewed
in table form (see Appendix A).

You have the right to withdraw your consent to receiving pro-
motional emails or receiving SMS by unsubscribing or writing
to our mailbox hello@naked-mobile.de.

Some content, including the payment technology and KYC
on the Service are served by third parties. These third parties
may use cookies alone or in conjunction with web beacons or
other tracking technologies to collect information about you
when you use our Service. The information they collect may be
associated with your personal information or they may collect
information, including personal information, about your online
activities over time and across different websites and other
online services. We do not control these third parties’ tracking
technologies or how they may be used. We strongly recommend
to you to read third parties’ privacy policies and terms and
conditions of use to understand how they collect, use, and
share personal information.

Cookies and other tracking technologies

We use cookies and similar technologies on our website. They
help us to enhance your browsing experience by remembering
your preferences, analyzing website traffic, and providing
personalized content.

Cookies are small text files sent from a website to your comput-
er or mobile device, which enable features and functionality on
a website. They are unique to your browser, device or account.

- Session-based cookies last only while your browser is open
and are automatically deleted when you close your browser.

- Persistent cookies last until you or your browser delete them
or until they expire. The time until expiration of the cookie is
referred to as the retention period. We set specific retention
periods for each cookie type depending on its functions.

- Apart from the distinction between Session and Persistent
cookies, it's worthwhile to know that we distinguish essen-
tial, analytical & tracking cookies. Essential and analytical
cookies are usually Session cookies, whilst tracking cookies
are usually persistent. To find out more about cookies, vis-
it this site.

We use the third party services to ensure the due and proper
processing of cookies, which are described in more detail in
Appendix B.

Opting out of Collection of your Information for Tracking

If you disable or refuse cookies, please note that some parts
of our site may then be inaccessible or not function properly.
To do this, you need to change the conditions for collecting
cookies on our website by selecting the necessary in the con-
sent banner.

To learn more about interest-based advertising and how you
may be able to opt-out of some of this advertising, you may
wish to visit the Network Advertising Initiative’s online resourc-
es, at http://www.networkadvertising.org/choices. Some of
these opt-outs may not be effective unless your browser is set
to accept cookies.

If you have any questions about opting out of the collection of
cookies and other tracking/recording tools, you can contact us
directly at hello@naked-mobile.de. Although we do our best to
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honor the privacy preferences of our Users, we are not able to
respond to Do Not Track signals from your browser or device
at this time.

E. DISCLOSURE OF YOUR INFORMATION

We may disclose your personal data that we collect or you
provide as described in this Privacy Policy, if necessary, on the
basis of your consent:

- To contractors, service providers and other third parties that
we use to support our business activities; detailed informa-
tion can be found in Appendix B;

- To fulfil the purpose for which you provide them;

- For any other purpose disclosed by us when you provide the
personal data.

If you wish to withdraw your consent, which you can also do at
any time with regard to the transfer of your personal data to

third parties, please contact hello@naked-mobile.de.

Even if you refuse to allow us to disclose your personal data to
third parties as described in this section, we may disclose your
personal data if we are required to do so by law. In particular,
we may disclose your personal data:

- To comply with court orders, laws or legal process, including
responding to requests from governments or public author-
ities.

- To enforce or apply our Terms of use and other agreements
and/or policies referenced therein;

- If we believe that disclosure is necessary or appropriate to
protect the rights, property, or safety of humans, our cus-
tomers, our service providers or others (see Art. 21 (1) GDPR).

We are an international company having affiliates in several
countries. In order to ensure proper performance of the Service
we can transfer your personal data among our daffiliates, including
for provision of information and technical support to users, for
maintenance of the Service, and for fulfillment of the contract
between us. For detailed information please see Appendix B.

We guarantee that appropriate technical, administrative and
organizational measures to protect your information shall
be adopted by all companies of our group when transferring
information among the affiliates.

F. RIGHTS OF DATA SUBJECTS

You can review and change your personal information by log-
ging into the Service and visiting your personal account page.
You may also send us an email at hello@naked-mobile.de§ to
request access to, correct or delete any personal information
that you have provided to us.

We cannot delete your personal information when processing is
necessary for exercising the right of freedom of expression and
information, for compliance with a legal obligation, for reasons
of public interest or for the establishment, exercise or defense
of legal claims. We may not accommodate a request to change
information if we believe the change would violate any law or
legal requirement or cause the information to be incorrect.

You can find the other rights you have as a data subject in
Appendix C.
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G. DATA PROTECTION MEASURES

How we protect your personal information

We use a variety of administrative, technical, and physical
security measures designed to protect your personal data
against accidental, unlawful, or unauthorized destruction, loss,
alteration, access, disclosure, or use while it is under our control.

The safety and security of your information also depends on
you. Where we have given you (or where you have chosen) a
password for access to certain parts of our Service, you are
responsible for keeping this password confidential. We ask you
not to share your password with anyone.

Links to Other Websites and services

The Service may contain links to and from third party websites
of our business partners, advertisers, and social media sites.
If you follow a link to any of these websites, please note that
these websites have their own privacy policies and that we do
not accept any responsibility or liability for their policies. We
strongly recommend that you read their privacy policies and
terms and conditions of use to understand how they collect,
use, and share information. We are not responsible for the
privacy practices or the content on the websites of third party
sites.
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H. FINAL PROVISIONS

This Privacy Policy may change from time to time. Your con-
tinued use of our Service after we make changes is deemed to
be acceptance of those changes, so please check the policy
periodically for updates. The necessity to obtain an explicit
consent where applicable remains unaffected by this.

The most recent version of this Privacy Policy can be found on
our website in «kDocuments» section: https://naked-mobile.de/
en/documents/.

The recent version of This Privacy Policy is dated 22.12.2025.
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APPENDIX A - CATEGORIES OF PERSONAL DATA - LEGAL BASIS - PURPOSE -

RETENTION PERIOD

Categories of personal data

Legal basis

Information that you provide to us

Purpose

Retention period

For the provision of our Service, we require mandatory information from you. For all optional or other processes we will collect

your consent.

Information that you provide
at the time of registering to
use our Service, accepting the
terms of use of the Service.

Article 6 (1) lit. b) GDPR.

Providing our Service and
its content to you, ensuring
onboarding procedures.

Payment card or IBAN
binding.

We will delete your personal
data as soon as it is no longer
required to fulfil the purpose
for which it was collected

or if you have decided to
terminate our Service, unless
retention obligations are ap-
plicable. According to Section
147 German Tax Code we are
required to retain payment
data for 8 years after the
payment was received by

us. All other information we
delete 3 years after the end
of the year when you or we
decided to terminate our
Service.

Information that you provide
when filling out forms on

our website not related to
our Service or where we are
required to obtain a consent
such as for the KYC process.

Your consent pursuant to
Article 6 (1) lit. a) GDPR.

Providing our optional
services and ensuring KYC
procedures to verify your
identity.

We will delete your personal
data as soon as it is no longer
required to fulfil the purpose
for which it was collected or
you have withdrawn your con-
sent, whichever comes first.

Information that we need to
bill our services:

- Telephone number of the
calling party.

- Telephone number, base
station and IME| of the
called party.

- Country code (MCC) and
mobile network code
(MNC).

- Time and duration of the
communication (call, SMS,
Internet, etc.).

Article 6 (1) lit. b) GDPR.

Billing of our Service

We will delete your personal
data as soon as it is no longer
required to fulfil the purpose
for which it was collected

or if you have decided to
terminate our Service, unless
retention obligations are ap-
plicable. According to Section
147 German Tax Code we are
required to retain payment
data for 8 years after the
payment was received by

us. All other information we
delete 3 years after the end of
the year in which our Service
was invoiced.

Information that you provide
by filling in Meta Lead Forms.

Article 6 (1) lit. (f) GDPR.

Ensuring our lead generation
and marketing communica-
tion activities.

We will delete your personal
data as soon as it is no longer
required to fulfil the purpose
for which it was collected or
you have withdrawn your con-
sent, whichever comes first.
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Categories of personal data

Legal basis

Purpose

Information We Collect Through Automatic Data Collection Technologies

Retention period

As you navigate through and interact with our Service, we use automatic data collection technologies to collect certain
information about your equipment, browsing actions, and patterns.

We use technically necessary Art. 6 (1) lit. (f) GDPR.

cookies which are collecting
the following personal data:

 Information about your
computer and internet
connection, including
your IP address, operating
system, and browser type.

+ Information about your
smartphone, including IMEI,
operating system, etc.

Without the use of cookies,
some of the functions of our
website may not be available
as they need to recognize
your browser even after
switching pages. Furthermore,
we need the data for verifying
the system and server integ-
rity. Our legitimate interest in
processing your personal data
lies in these purposes.

We delete your personal data
as soon as it is no longer
required to fulfill the purpose
for which it was collected,

i.e. usually 30 days after your
website visit.

We use analytic and tracking
cookies to collect and process
the following personal data:

- Details of your use of our
Service, including traffic
data, location data, logs,
and other communication
data and the resources
that you access and use on
the Service.

- Information and traffic
transmitted using our
Service.

» Web Beacons. Pages of our
Service and our e-mails
contain small electronic
files known as web
beacons (also referred to
as clear gifs, pixel tags, and
single-pixel gifs).

Your consent pursuant to
Article 6 (1) lit. a) GDPR.

We use the data to optimize
the use of our website for you,
to collect and store informa-
tion about your preferences
and navigation to, from, and
on our Service, to count users
who have visited those pages
or opened an email and for
other related website statis-
tics (for example, recording
the popularity of certain
website content).

We will delete your personal
data as soon as it is no longer
required to fulfil the purpose
for which it was collected or
you have withdrawn your con-
sent, whichever comes first.
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Categories of personal data

Third-Party Use of Cookies and Other Tracking Technologies.

Legal basis

Purpose

Retention period

We may share, or we may
permit third party online
advertising networks, social
media companies and other
third party services, to collect
information about your use of
our Service. Typically, though
not always, the information
we share is provided through
cookies or similar tracking
technologies, which recognize
the device you are using

and collect information,

click stream information,
browser type, time and

date you visited the site or
mobile application, and other
information.

Your consent pursuant to
Article 6 (1) lit. a) GDPR.

Improving the usability of our
Service and improving our
marketing campaigns.

We will delete your personal
data as soon as it is no longer
required to fulfil the purpose
for which it was collected or
you have withdrawn your con-
sent, whichever comes first.

Contact with you

We will send you advertising
information via various
communication channels (e.g.
e-mail or SMS) for similar
products or services if we
have received your e-mail
address or telephone number
in connection with the sale
of a product or service and
you did not object to it which
you can do without incurring
any costs other than the
transmission costs according
to the basic rates.

Article 6 (1) lit. (f) GDPR.

To promote our various
services, which is also our
legitimate interest.

We delete your personal data
as soon as it is no longer
required to fulfill the purpose
for which it was collected, i.e.
the communication has been
fully completed or you have
objected to the processing

in accordance with Art. 21
GDPR, depending on which
circumstance occurs first.

We use your telephone
number and can contact you
by telephone.

Your consent pursuant to
Article 6 (1) lit. a) GDPR.

To inform you about our
services.

We delete your personal

data as soon as it is no

longer required to fulfill the
purpose for which it was
collected, i.e. we no longer
provide information about our
services by telephone or you
have withdrawn your consent,
whichever comes first.
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Trusted Shops services

Humans.de GmbH uses the services of Trusted Shops SE. Trusted Shops SE offers various solutions such as Trustmark, Buyer
Protection and user review platform.

In this context, the processing of personal data is carried out by the parties (Humans.de GmbH and Trusted Shops SE) under joint
responsibility in accordance with Article 26 GDPR.

The following section summarizes the purposes, composition and legal basis for personal data processing when using the services

of Trusted Shops SE.

Categories of personal data

Access data of the Website
user (IP address, access time,
etc.).

Legal basis

Your consent pursuant to
Article 6 (1) lit. a) GDPR.

Purpose
Trustbadge widget displaying.

Collecting reviews and provid-
ing Trusted Shops services for
Website users.

Retention period

We delete your personal data
as soon as it is no longer
required for the purpose for
which it was collected, i.e.
when we no longer use the
Trustbadge widget or you
revoke your consent, depend-
ing on which circumstance
occurs earlier.

Email address, transaction
number, order time, product
purchased (if applicable), first
name, last name and title (if
applicable).

Article 6 (1) lit. b) GDPR.

Collecting email addresses
and sending evaluation
invitations to users as part of
the fulfillment of the contract
with Trusted Shops.

We delete your personal data
as soon as it is no longer
required for the purpose for
which it was collected, i.e.
after the evaluation invitation
has been sent to you.

Your consent pursuant to
Article 6 (1) lit. a) GDPR.

Collecting e-mail addresses
and sending rating invita-
tions to users who are not
registered with Trusted Shops
Buyer Protection.

We will delete your personal
data as soon as it is no longer
required for the purpose for
which it was collected, i.e.
when we no longer collect or
display reviews via Trusted
Shops or you revoke your
consent, depending on which
circumstance occurs earlier.

Access data (IP address,
access time, etc.), email ad-
dress, submitted rating given
(text and stars), transaction
number.

Possibly: name, location,
product purchased, images
uploaded.

Your consent pursuant to
Article 6 (1) lit. a) GDPR.

Displaying evaluation results
on the Trusted Shops plat-
form.

We will delete your personal
data as soon as it is no longer
required for the purpose for
which it was collected, i.e.
when we no longer collect or
display reviews via Trusted
Shops or you revoke your
consent, depending on which
circumstance occurs earlier.

Email address.

Article 6 (1) lit. f) GDPR.

Entering users’ e-mail ad-
dresses into the block list.

We will delete your personal
data as soon as it is no longer
required for the purpose for
which it was collected, i.e.
when we no longer collect
reviews via Trusted Shops or
you object to the processing
within the meaning of Art. 21
GDPR.
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Categories of personal data

Access data (IP address,
access time, etc.), email ad-
dress, submitted rating given
(text and stars), transaction
number.

Possibly: name, location,
product purchased.

Legal basis
Article 6 (1) lit. f) GDPR.

Purpose

Collecting and analyzing
information on user feedback
via Control Center.

Retention period

We will delete your personal
data as soon as it is no longer
required for the purpose for
which it was collected, i.e.
when we no longer collect
reviews via Trusted Shops or
you object to the processing
within the meaning of Art. 21
GDPR.

Submitted rating (text and
stars).

Article 6 (1) lit. f) GDPR.

Providing a system for
commenting on feedback
received, as well as a system
for generating aggregate
qualitative feedback data
using artificial intelligence.

We will delete your personal
data as soon as it is no longer
required for the purpose for
which it was collected, i.e.
when we no longer collect
reviews via Trusted Shops or
you object to the processing
within the meaning of Art. 21
GDPR.

Any personal data that may
result from your Trusted
Shops review.

Your consent pursuant to
Article 6 (1) lit. a) GDPR.

Forwarding the collected
rating (text and stars) to
Google, so it is displayed in
our Google profile, if this text
contains your personal data.

We will delete your personal
data as soon as it is no longer
required for the purpose for
which it was collected, i.e.
when we no longer collect or
display reviews via Trusted
Shops or you revoke your
consent, whichever occurs
earlier.
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APPENDIX B— RECIPIENTS

Name of the company

Stripe Technology Europe, Limited
(Ireland)

Type of information

Surname, first name, payment card data
and/or IBAN

Purpose
Payment card/IBAN binding

Payment processing

WeblD Solutions GmbH

Surname, first name, country of
residence, preferred language, date of
birth, gender, address of residence

Perform KYC procedures

Enghouse Networks Germany GmbH

Surname, first name, phone number,
date of birth

MNP provider

Google LLC Analytical and tracking cookies Improving marketing campaigns
according to Appendix A Improving the usability of our Service
E-mail

Meta LLC Analytical and tracking cookies Improving marketing campaigns
according to Appendix A Improving the usability of our Service
Surname, first name Support for the operation of Meta Lead
Telephone number Forms
E-mail

ByteDance Ltd. Analytical and tracking cookies Improving marketing campaigns

according to Appendix A

Improving the usability of our Service

Twitter International Unlimited
Company

Analytical and tracking cookies
according to Appendix A

Improving marketing campaigns

Improving the usability of our Service

Trusted Shops SE Personal data of the website user Provision of services on behalf of Trusted
according to Appendix A “Trusted Shops  Shops SE
Services”

CookieHub ehf. Analytical and tracking cookies Managing cookies consent
according to Appendix A

Hotjar Ltd. Analytical and tracking cookies Improving the usability of our Service

according to Appendix A

Website usage analytics

Sendinblue, a French Simplified Joint
Stock Company

Surname, first name
E-mail

Analytical and tracking cookies
according to Appendix A

Improving marketing campaigns

Mailing service

Celonis Inc.

Surname, first name
E-mail

Analytical and tracking cookies according
to Appendix A

Improving marketing campaigns

Mailing service

Marketing providers (Poland)

Surname, first name
E-mail
Telephone number

Analytical and tracking cookies accord-
ing to Appendix A

Ensuring lead generation and marketing
communication activities. Conducting
marketing research.

Amplitude, Inc.

Analytical and tracking cookies
according to Appendix A

Improving marketing campaigns
Improving the usability of our Service

Analytics and business intelligence
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Name of the company

Salesforce, Inc.

Type of information

Analytical and tracking cookies

Purpose

Improving marketing campaigns

according to Appendix A Improving the usability of our Service
Zendesk Inc. Surname, first name, telephone number,  Receiving and processing customer
e-mail, content of the request requests
BudgetSMS B.V. Telephone number Ensuring SMS notification service
Twilio Inc. Telephone number Ensuring SMS notification service

Hetzner Online GmbH

Various types of data as specified

in Hetzner's privacy policy and Data
Processing Agreement

Ensuring hosting of IT infrastructure

HUMANS TRADING LLC

Surname, first name, country of resi-
dence, preferred language, date of birth,
gender, address of residence, content of
the client’s request, technical cookies ac-
cording to Appendix A, information that
we need to bill our services according to
Appendix A

Customer support operations.

IT Support operations.

IT Infrastructure management.

Log Analytics and processing.

IT security ensuring and monitoring.

Data protection and data security
ensuring.

Assistance with respect to organization-
al and administrative services (including
services relating to operations, risk
management and compliance, legal and
human resources).
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APPENDIX C — DATA SUBJECT RIGHTS FOR
DATA SUBJECTS FROM THE EU

According to the relevant data protection regulations, you are
entitled to the following rights with regard to the personal data
concerning you under the respective legal requirements:

in accordance with Art. 7 pr. 3 GDPR, you can revoke your
consent to data processing carried out by us at any time
with effect for the future;

to request information about your personal data processed
by us in accordance with Art. 15 GDPR;

in accordance with Art. 16 GDPR, to immediately request the
correction of incorrect or incomplete personal data stored
by us;

to demand the erasure of your personal data stored by us
in accordance with Art. 177 GDPR, unless the processing is
necessary for exercising the right of freedom of expression
and information, for compliance with a legal obligation, for
reasons of public interest or for the establishment, exercise
or defence of legal claims;

in accordance with Art. 18 GDPR, to demand the restriction
of the processing of your personal data if the accuracy of
the data is disputed by you, the processing is unlawful, but
you refuse to delete it and we no longer need the data, but
you need it for the assertion, exercise or defence of legal
claims, or

— you have objected to the processing pursuant to Art.
21 GDPR;

in accordance with Art. 20 GDPR, to receive your personal
data that you have provided to us in a structured, commonly
used and machine-readable format or to request that it be
transmitted to another controller, provided that the process-
ing is carried out using automated procedures and is based
on consent pursuant to Art. 6 pr. 1lit. a or Art. 9 pr. 2 lit. a
GDPR or on a contract pursuant to Art. 6 pr. 1lit. b GDPR;

in accordance with Art. 21 GDPR, if your personal data is
processed by us on the basis of legitimate interests in accor-
dance with Art. 6 pr. 1sentence 1lit. f GDPR, you can object
at any time with effect for the future, provided that there
are reasons for this arising from your particular situation. You
can send an objection to our contact details given above.
Please state what the objection is directed against.

You will not incur any costs for the fulfilment of the afore-
mentioned rights.
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You also have the right to lodge a complaint with a data pro-
tection supervisory authority (Art. 77 GDPR). As a rule, you
can contact the supervisory authority of your usual place of
residence or our company headquarters. For us regarding to
telecommunications services, this is:

The Federal Commissioner for Data Protection and Freedom
of Information

Graurheindorfer Str. 153
53117 Bonn, Germany

Telephone: +49 (0)228 997799-0
E-Mail: redaktion@bfdi.bund.de

and, in general

The Hessian Commissioner for Data Protection and
Freedom of Information

Gustav-Stresemann-Ring 1,
65189 Wiesbaden, Germany

Telephone: +49 (0) 611-1408 O
E-Mail: poststelle@datenschutz.hessen.de
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